Abstract. RFID-tags are becoming very popular tools for identification of products. As they have a small microchip on board, they offer functionality that can be used for security purposes. This chip functionality makes it possible to verify the authenticity of a product and hence to detect and prevent counterfeiting. In order to be successful for these security purposes too, RFID-tags have to be resistant against many attacks, in particular against cloning of the tag. In this paper, we investigate how an RFID-tag can be made unclonable by linking it inseparably to a Physical Unclonable Function (PUF). We present the security protocols that are needed for the detection of the authenticity of a product when it is equipped with such a system. We focus on off-line authentication because it is very attractive from a practical point of view. We show that a PUF based solution for RFID-tags is feasible in the off-line case.
Introduction
RFID-tags are low-cost pervasive devices that target to provide identification of goods. They consist of an antenna connected to a microchip. Because of the presence of this microchip, they can be considered as a next generation of bar codes with added functionality. In supply chain management they allow for tracking of a product in several stages and locations. Several applications are being developed that can process the data obtained from the tags for their own purposes, such as automated inventory management, automated quality control, access control, payment systems and general security applications. Clearly, one of the main success factors for a large deployment of RFID-tag based systems is the price of the tags. Currently the prices range from a few cents up to 1$. Very cheap tags do not carry a battery but obtain their power from the electromagnetic field generated by the reader querying the tag.
An emerging application that goes beyond identification, is the use of RFIDtags for anti-counterfeiting purposes [1] . By locating an RFID-tag with specific product and reference information on a product, one aims to verify the authenticity of the product. Loosely speaking the verification is performed as follows. When a product passes a reader, the reader checks whether the necessary and authentic product and reference information is present on the tag. For this purpose it runs a protocol with the tag. If the necessary information is there and verified to be authentic, the product is declared to be genuine and otherwise not. However, by capturing the necessary authentication information (obtained e.g. by eavesdropping the protocol between the tag and the reader), and by storing it in a new chip, the attacker has effectively made a clone of the original tag that cannot be distinguished from an original tag by a reader. In order to make this cloning of the tag infeasible, it should not be possible to derive the tag secrets by active or passive attacks. Recently a lightweight version of such a protocol was developed in [1] .
We stress however that it is rather easy to physically clone a tag. This means that an attacker can capture the RFID-tag, investigate it, read out its memory (with reasonable effort) and in particular its security related data (identification number, reference information, keys, etc). Then she produces a new tag with exactly the same data in its memory. When this tag is embedded into a product, it is impossible for a reader to distinguish an authentic product from a fake one. In order to protect an RFID-tag against this type of cloning attack, one can of course attempt to prevent read out its memory by using several protective measures [23, 18] . However these measures will increase the price of the tag so much that it will become unacceptably high for its main application. In order to thwart the physical cloning attacks we propose to use Physical Unclonable structures (so-called PUFs) for storing secret key material in the tag. PUFs have been proposed as a cost-effective mean to produce unclonable tokens for identification [20, 21] . They are realized as a physical system such that the function is easy to evaluate but hard to clone.
The contributions of this paper are:
4. We show that the construction that we propose is feasible on a constrained device such as an RFID-tag. In order to minimize the area constraints of a tag, we sacrifice slightly the efficiency of the involved cryptographic algorithms. The obtained performance is still sufficient for our application.
The paper is organized as follows. In Sect. 2 we identify the required technological components for anti-counterfeiting technology. Additionally, a general protocol for the verification of the authenticity of a product is given. Section 3 mentions related work. An overview of PUFs and associated key-extraction algorithms is given in Sect. 4. In Sect. 5 we introduce unclonable RFID-tags with an Integrated PUF on board. Furthermore, we present verification protocols for off-line authentication. Finally, in Sect. 6 we investigate the efficiency of the off-line verification protocol in detail.
Model
In order to protect a product against cloning (counterfeiting) a detection mark is embedded into the product or its packaging. This detection mark consists of a physical and a digital part. The mark is put there by a legitimate authority. The attacker (counterfeiter) has access to all components of this detection mark; i.e. she can read it, remove it from the product and investigate it. Based on the information that she obtained from investigating the legal detection mark, she produces a fake detection mark. The goal of the attacker is to produce a fake detection mark that can only with small probability be distinguished from an authentic one.
Components of Anti-Counterfeiting Technology
In order to protect a product against counterfeiting, technological means are needed to verify whether the product is authentic or not. In order to make an item unclonable, the following two components are needed.
1. Physical protection. This is obtained by using unclonable physical structures embedded in the package (removal of the structure leads to its destruction). One or more unique fingerprints derived from the physical structure will be printed on the product for the verification of the authenticity of the product. 2. Cryptographic protection serving two goals. Firstly, cryptography provides techniques (digital signatures) to detect and prevent tampering with data (fingerprints) derived from a physical object. Secondly, it provides secure identification protocols to identify a product. Those protocols do not leak any necessary identification information to an eavesdropper attacking (actively or passively) the communication channel.
Good candidates for unclonable physical structures, that can be used for physical protection purposes, are so-called Physical Unclonable Functions (PUFs) [25] .
A General Anti-Counterfeiting Protocol
We give intuition for protocols that can be used to check the authenticity of a product based on embedding a PUF in the product in combination with the use of cryptographic techniques.
First there is an enrollment phase, which is performed by some trusted authority. During this phase the following steps are performed.
1. Several fingerprints are derived from the PUF by challenging it with multiple challenges and recording the responses. These responses are then turned into binary fingerprints (and some auxiliary data are derived for use during the verification phase). 2. These challenges, fingerprints and auxiliary data are then signed with the secret key sk of the issuer of the product (the issuer is assumed to be trustworthy). 3. The signatures, the challenges (corresponding to the fingerprints) and maybe some auxiliary data (needed to perform processing during the authentication phase) are also printed on the product (and/or stored in a database).
During the verification phase, the authenticity is checked by running the following protocol.
1. The verification device reads the challenges and auxiliary data. 2. The verification device challenges the physical structure with one of the challenges printed on the product. After having measured the responses, it derives the fingerprint from the response based on the auxiliary data. 3. Then, using the fingerprint derived in step 2., the verification device checks the signature to verify that the fingerprint, challenges and auxiliary data were printed on the product by a legitimate authority. If the signature is not correct, the product is not authentic.
We briefly analyze the security of this protocol. An attacker who wants to counterfeit the product has to embed a fake physical structure on the product that produces correct fingerprints to the challenges (with correct signatures). Under the assumption that the physical structure is unclonable, she cannot produce a clone of the originally embedded physical structure. More precisely, we assume that given some challenges c 1 , . . . , c n and corresponding fingerprints s 1 , . . . , s n she cannot produce a (fake) physical structure that produces the same fingerprints s 1 , . . . , s n given the original challenges c 1 , . . . , c n . On the other hand she can produce another structure and create challenges, auxiliary data and fingerprints s 1 , . . . , s n according to the procedures used during enrollment. However, since she does not know the secret key sk and the responses of her fake structure will be different with very high probability, she will not be able to put the correct signatures on these data. The verification device will detect that the signatures are not correct and reject this as a fake product.
We note that the number of fingerprints that can be verified during a verification session is very limited by time and space constraints. Furthermore, the attacker can easily capture the required fingerprints (by measuring the responses according to the challenges printed on the product). Therefore the production of a clone only requires the fabrication of a physical structure (PUF) producing the same fingerprints for a limited number of challenges.
RFID Systems
The PUF based solution for preventing counterfeiting of goods that was presented above can be improved with active components, that are inseparably linked with a PUF. An example consists of an RFID-tag equipped with a microchip that is inseparably bound to a PUF. The precise construction is explained in Sect. 4. Because of the presence of a microchip a secure identification protocol can be run without revealing any information on the fingerprint of the PUF. Additionally, by inseparably linking the chip and the PUF, it becomes possible to prevent leakage of the PUF measurement to the outside world.
Typical RFID systems consist of the following two components: the RFID-tag and a reader. The reader will perform the verification to detect whether a tag is authentic or not. The RFID-tag consists of an antenna connected to a microchip that can store and read data and has possibly some dedicated hardware to perform a small amount of computations. Typically, the power for performing operations is obtained from the RF-field (by inductive coupling). A reader can read and write data from/on a tag. The reader is often linked with some system that can perform computations on the data that it receives from tags.
In order to use RFID-tags for anti-counterfeiting purposes, we proceed as follows. An RFID-tag containing reference information is embedded in a product. The (identification) data stored in the memory of the tag is signed with the secret key sk of the legitimate issuer. The tag communicates with a reader for verification purposes over a public channel. The ROM memory of the tag is accessible to the attacker. The reader has a certified public key pk corresponding the issuer's secret key for verification of the digital signatures.
Related Work
The two most related papers to ours are [1] and [12] . Both deal with the cloning problem of RFID-tags and hence with the problem of using RFID-tags for anticounterfeiting purposes. The focus of these papers is on efficient protocols for authenticating these tags. In these papers, one focuses on authentication of RFIDtags in the on-line situation; i.e. the reader shares a secret with the RFID-tag that is being authenticated. Clearly, when RFID-tags will become widely used, this is not a reasonable assumption.
Physical Unclonable Functions
For the sake of clarity we start with a definition of a PUF [2] . More formally the PUF model is as follows. We denote the PUF response to a challenge C during the enrollment phase by X ∈ R n and during the verification phase by Y ∈ R n (the pair (C, X) is called a Challenge-Response pair or CRP). The PUF response according to a fake PUF is denoted by Z. The responses X, Y, Z are modeled as random variables with probability distribution P X,Y,Z .
Definition 1 A Physical Unclonable Function is a function that maps challenges to responses and that is embodied in a physical
Definition 2 Let δ, a , e ≥ 0. A joint distribution P X,Y,Z on (R n ) 3 is called (δ, a , e )-reliable if it satisfies i) Prob(d(Y, X) > δ) ≤ a and ii) Prob(d(Z, X) ≤ δ) ≤ e ;
here the probabilities are over the joint distribution P X,Y,Z .
This definition implies that if the enrollment and authentication measurements (according to the same challenge C) are performed on the same PUF, then these responses are with high probability very close to each other. When on the other hand the measurements are performed on different PUFs (modeling the fact that the PUF used during authentication might be fake), the responses are with high probability far apart.
We propose to equip the microchip on an RFID-tag with a PUF that is inseparably linked to the chip. More precisely we define this as follows.
Definition 3 An Integrated Physical Unclonable Function (I-PUF) is a PUF
that additionally satisfies the following properties.
The I-PUF is inseparably bound to a chip which means that any attempt to remove the PUF from the chip leads to the destruction of the PUF and the chip. 2. It is impossible to tamper with the communication (measurement data) between the chip and the PUF. 3. The output of the PUF is inaccessible to an attacker.
In the remainder of the paper we will only use I-PUFs, while we will often use just the abbreviation PUF.
The two best known examples of such I-PUFs are silicon PUFs [9] and coating PUFs [19] . For coating PUFs it is expected that the additional measurement circuit requires less than 1000 gates.
Key Extraction
In this paper, the term key extraction always refers to key extraction from noisy data. Generally speaking a key extraction algorithm is built on a Secret Extraction Code [24] 3 . For the sake of simplicity we describe the algorithm in terms of a shielding function [14] or (G, W )-pair [26] , which generates a special set of Secret Extraction Codes, while having all the necessary properties.
A function G(., .) : R n × W → {0, 1} k is called δ-contracting if for all X there exists helper data W ∈ W such that for all X that lie within a sphere of radius δ of X (||X − X|| ≤ δ) G(X , W ) = G(X, W ) (W denotes the space of helper data. At this point it has to be considered as some abstract space.). We use δ-contracting functions to extract keys S = G(X, W ) from noisy data X using helper data W . A function G(., .) is called -revealing if the helper data W leaks less than bits on S (in the information theoretic sense), i.e.
k is a function that is δ-contracting and -revealing. It is used to extract a secret of length k from the PUF response as follows.
-Enrollment Phase: The PUF is subjected to a challenge C and the response X is measured. Then a random key S is chosen from {0, 1} k and helper data W is computed by solving G(X, W ) = S for W . The quadruplet (ID PUF , C, W, S) is then stored in a CRP database. -Verification Phase: When the PUF is inserted into the reader the PUF's identity is sent to the verifier. The verifier chooses a random challenge C from his database and sends it to the PUF together with the corresponding helper data W . Then the PUF is subjected to the challenge C and its response X is measured. A key S is then computed as S = G(X , W ). a and e respectively. In the case of a passive attacker, the extracted key S can then be used securely since I(W ; S) ≤ . Note that by adding a privacy amplification this can be guaranteed (if the Réniy entropy is sufficiently large). Also note that this procedure can be used to set up a shared secret key between an I-PUF and a verifier (reader). Since the PUF responses are often analog data 4 , the helper data typically consists of three parts. The first part W 1 allows to quantise the signal into a binary representation while the second part W 2 implements the error correction and the random key choice on the binary data. The third part is used for privacy amplification. For a detailed example, we refer the reader to [22] for the case of optical PUFs.
Example
We present a brief example of key extraction from noisy (binary) data. It shows that the required processing at the side of the RFID-tag is low. Assume for the sake of simplicity that the responses X are uniformly random binary strings of length k, i.e. X ∈ {0, 1} k . Furthermore, we assume that the authentication measurement performed during the verification phase can be modeled as a noisy observation over a binary symmetric channel with cross-over probability p. Let C be an error correcting code, with l codewords. Then, for a key s ∈ R {0, . . . , l − 1} the helper data w(x, s) = x ⊕ c s is generated during the enrollment phase (where c s ∈ C). During the verification phase, the tag measures y and computes G(y, w(x; s)) = Dec(y ⊕ w(x; s)) (Dec denotes the decoding algorithm of the error-correcting code C). Clearly, if y corresponds to the same challenge (and the same PUF), s is obtained after decoding while otherwise a random codeword is obtained or a decoding error. Hence, the tag has to perform an XOR operation and a decoding operation. On a tag with some S-RAM (Static RAM) available (which most tags have), the decoding costs less than 1000 gates 5 .
Unclonable RFID-Tags

Set-up
In order to make unclonable RFID-tags, we introduce RFID-tags whose microchips are equipped with an I-PUF. In our construction, the PUF is used as a secure memory for storing secret keys. The secret key s which is usually stored in (protected) ROM or EEPROM is derived from the PUF, when needed. In order to enable the generation of the secret key s during authentication, helper data w is stored in (publicly accessible) ROM (EEPROM). The key s is derived from the response X of the PUF by means of a key extraction algorithm (Fuzzy Extractor and the helper data w are used here). It was mentioned in Sect. 4.1 that the public helper data w reveals only a negligible amount of information on the key s. Given our assumption on I-PUFs in Def. 3, it follows that the key s is securely stored in the PUF.
Off-Line Authentication
We introduce our PUF-Certificate-Identity-based Identification scheme (PUFCert-IBI) by following the definition of Certificate-based IBI in [4] . Let SI = (K g , P, V ) denote a standard identification scheme (SI-scheme) where K g denotes the key generation algorithm, and P, V denote the interactive protocols run by the prover and verifier respectively. Let SS = (SK g , Sign, V f ) be a standard signature scheme (SS-scheme) [7] with SK g denoting the key generation algorithm, Sign denoting the signing algorithm and V f the verification algorithm run by a verifier. We assign to each tag an identity I (this might be the serial number or EPC-code of the tag or the serial number of the product in which it has been embedded). To the PUF, the SI, the SS scheme and the identity I an Identity-Based Identification scheme (MK g , UK g ,P ,V ) is associated as follows.
During enrollment the issuer uses SK g as the master-key generation algorithm MK g . This means that the master key msk is used for generating signatures and the corresponding public key mpk for verification of the signatures. The user key generation algorithm UK g consists of the following steps. For each RFID-tag, having identity I, the issuer then creates a public-secret key pair (pk, sk) using the algorithm K g on input 1
k . The couple (pk, sk) is the publicsecret key pair for the SI-scheme. The issuer runs the following protocol with the tag.
-It requests the tag to challenge its PUF with a challenge c and to measure the response x(c). -The tag sends x(c) to the issuer.
-Based on the knowledge of x(c) and sk, the issuer determines the helper data w such that sk = G(x, w). -The helper data w are written into the ROM (EEPROM) memory of the tag.
Finally, the issuer creates the following certificate that is also stored in the ROM of the tag Cert ← (pk, Sign(msk, pk||I)). The usk is then put to usk ← (PUF, Cert).
During authentication, the tag (in the role of the prover) runs the following steps with a verifier.
-The tag runs the protocolP which consists of the following steps.
• It challenges the PUF with c, measures the response y(c) and computes
sk ← G(y(c), w).
• Initialisation of the prover protocol P of the SI scheme with sk.
• It includes the certificate Cert in the first step of the algorithm P .
-The verifier uses (mpk, I) as input for the verification algorithmV .
-When the verifier receives Cert from the tag, it first verifies Cert by running V f (mpk, pk||I, Sign(msk, pk||I)). -If the certificate Cert is invalid the protocol is aborted.
-If Cert is valid, the verifier initializes V with pk and runs it. -If V accepts, then the verifier accepts.
The security of our PUF-Certificate-Identity-based identification scheme follows from the following theorem. This theorem is very similar to theorem 4.2 in [4] . The proof of the theorem presented there, can be applied here with minor modifications and is therefore omitted. It follows from this theorem, that by choosing an appropriate SI-scheme (withstanding a pa, aa or ca) the PUF-Cert-IBI inherits the same property. If only resistance against passive attacks is needed, the Schnorr Identification scheme can be used. It is known that this scheme is secure against passive attacks under the discrete logarithm assumption. It is also secure against active attacks under the one-more-discrete-logarithm assumption. An alternative is to use Okamoto's identification scheme [16] , which is secure against passive, active and concurrent attacks under the discrete logarithm assumption.
Theorem 1 Let SI be an SI-scheme and SS a uf-cma
Storage Requirements:
In order to minimize the size of the ROM memory of the tag as small as possible, we propose to use Elliptic Curve Discrete Log based secure identification schemes. This makes an implementation on an Elliptic Curve (EC) possible. For the signature algorithm SS we take then the ECDSA approach. This makes the size of the signatures no larger than 326 bits. The identification protocol investigated in detail is the Schnorr identification protocol. For the sake of completeness the ECC version of the protocol is given in Appendix. The total storage requirement for the public information (sP, Cert) is in total at most 500 bits.
Implementation
In this section, we discuss implementation issues, i.e. efficiency and size of the hardware if the off-line RFID identification protocol is implemented on an RFIDtag. As an example we take the Schnorr identification protocol, which allows a user to prove knowledge of x given the public information g x in a group where the discrete log problem is difficult. For the sake of efficiency, we investigate the efficiency of this protocol on an elliptic curve over GF (2 163 ).
Elliptic Curves over GF(2 n )
Elliptic Curve Cryptography (ECC) relies on a group structure induced on an elliptic curve. The set of points on an elliptic curve (with one special point added, the so-called point at infinity O) together with point addition as a binary operation has the structure of an abelian group. Here we consider a finite field of characteristic 2, i.e. GF(2 n ). A non-supersingular elliptic curve E over GF(2 n ) is defined as the set of solutions (x, y) ∈ GF(2 n ) × GF(2 n ) of the equation:
where a, b ∈ GF(2 n ), b = 0, together with O.
The point or scalar multiplication is the basic operation for cryptographic protocols based on ECDLP; it is easily performed via repeated group operations. One can visualize these operations in a hierarchical structure. Point multiplication is at the top level. At the next (lower) level are the point operations, which are closely related to the coordinates used to represent the points. The lowest level consists of finite field operations such as addition, subtraction, multiplication and inversion required to perform the group operations.
The easiest way to calculate the point or scalar multiplication is by means of the basic double-and-add algorithm [16] .
The point addition in affine coordinates is performed according to the formulae in [6] . In either case, the computation requires one field inversion (I ), two field multiplications (M ) and one squaring (S ), or 1I + 2M + 1S. As we are interested in hardware implementations, we count squarings and multiplications together as they are both executed on the same multiplier.
The inversion operation is very costly in hardware and can be avoided by choosing one of many options for projective coordinates. However, the number of multiplications is increased in this case, which makes the choice of a multiplier even more crucial for an efficient implementation. To summarize, we consider squaring as a special case of multiplication and inversion is ignored. The addition of two field elements requires the modulo 2 addition of the coefficients of the elements. In hardware, a bit-parallel adder requires n XOR gates and the sum can be computed in one clock cycle.
Another option for scalar or point multiplication is to use the so-called "Montgomery ladder" [11] . According to López and Dahab [15] , the Montgomery representation requires less memory and offers a better protection against sidechannel attacks. These both facts are very useful in this case as memory i.e. registers are very "expensive" in hardware implementations. Also, side-channel attacks are an issue on RFID tags and also some cheap protection i.e. by means of balanced implementations is desirable.
The idea of Montgomery dealt with speeding up the calculation of only the xcoordinate of the result. More precisely, to add two points their difference is used as an input parameter while the y-coordinate is not used in the algorithm. This fact is justified by cryptographic applications that rarely use the y-coordinate. The algorithm for scalar multiplication is a variant of the binary method and was considered by López and Dahab [15] . They have also introduced an option for recovering the y-coordinate.
We introduce the following notation: P 4 = (x 4 , y 4 ) = P 2 −P 1 , P 5 = (x 5 , y 5 ) = 2P 1 and P 3 = P 1 + P 2 . The point P 4 is included because the method for point multiplication, as introduced by Montgomery, is defined by the fact that to add two points their difference should be known (while y-coordinate is not needed).
For point operations (addition and doubling) we consider the formulae of López and Dahab in GF(2 n ). The operation count is A : D = 5M : 6M (2). Here, A and D are the point operations and M is a field multiplication. We remind the reader that field addition in hardware for GF(2 n ) is just a simple bit-wise XOR operation and therefore is not taken into account. We use the formulae for point operations in the case of simple projective coordinates i.e.
The results of point doubling and point addition, i.e. X 5 = X(P 5 ) and X 3 = X(P 3 ) = X(P 1 + P 2 ) respectively, are calculated as:
ECC operations
In this section we describe ECC operations at each level by following the topdown approach.
Point Multiplication: For the point multiplication we chose the method of Montgomery that maintains the relationship P 2 − P 1 as invariant [17] . It uses a representation where computations are performed on the x-coordinate only.
Point Addition and Doubling: We start from Eqs. (2), but the goal is to save some registers, as it is known that this part is usually the largest portion of the total area. As the previous formulae require 3 intermediate registers (2 for addition and 1 for doubling) [15] , we eliminate 2 intermediate registers by introducing a few additional steps (cf. Algorithm 1). Therefore, we get the sequences of operations that require only one intermediate variable (T ). Moreover, this value is manipulated only twice for addition and it could be even stored in some RAM. In this way we made a trade-off between speed and area as point operations require now 7 and 8 multiplications for addition and doubling (instead of 5 and 6 M respectively). Furthermore, point operation can be also easily balanced to achieve some simple side-channel protection such as in [3] .
Algorithm 1 EC point addition and doubling
Require:
An algorithm for field multiplication: The standard way to compute the product c(x) = a(x) · b(x)modf (x) is the one that uses convolution and to which we refer to as the classical algorithm [5] . The most compact architecture for this multiplication is the classical bitserial multiplier (the MSB or the LSB multiplier) [5] .
A Prototype Elliptic Curve Processor
The Elliptic Curve Processor (ECP) is shown in Fig. 1 . The operation blocks are as follows:
The Control Unit takes care of scalar multiplication, point operations and all conversions to suitable representation. It also commands the ALU which performs field multiplication, addition and inversion.
The largest part of the ALU is finite field multiplier, which is the MSB bitserial multiplier [5] . The inversion operation is also performed by the multiplier using Fermat's theorem. 
Estimated results
Here we estimate the performance of the ECC processor for the field GF(2 163 ). The irreducible polynomial is the pentanomial f (x) = x 163 + x 7 + x 6 + x 3 + 1.
One point multiplication takes 163 · 15M = 2445M . Conversion of coordinates A → P and P → A takes respectively 2M and I + 2M . Assuming that inversion is done by means of Fermat the total for conversion is around 300M . This all together results in approximately 3000M . One field multiplication (M ) takes 163 cycles, which results in 489000 cycles for point multiplication. With a clock frequency of even 1M Hz one point multiplication would take less than half a second, which is reasonably fast. The estimated area complexity for the bit-serial multiplier is around 16n, so for n = 163 we get around 2.6 kgates. Modular addition takes 163 XOR gates, so it sums up to around 3 kgates. The complexity of the FSMs used is hard to estimate, but as those are only some control logic it should not be too large. However, the registers that are required might take quite large area as 1FF is at least 6 NANDs. This is the most crucial aspect of the design. However, as 3 registers are absolutely necessary for ALU, we believe that this hardware component can be of the order of 5 kgates, depending on technology. We assume that EC parameters as well as other pre-calculated input values can be stored in memory blocks. It may further slow-down the performance but there is certainly enough margin for that according to the RFID specifications [1] . This also follows from the fact that the operating frequency for RFID tags is actually 13.56M Hz according to the ISO 18000-3 standard while our estimates were made assuming the operating frequency of 1M Hz. Another option to minimize hardware complexity would be to decrease the field size. Namely, 163 bit long key sizes correspond to RSA keys that are much longer than 1024 bits [13] . More precisely, one could achieve that level of security with around 130 bits long ECC keys. Consequently, scaling down ECC parameters would result in a roughly linear decrease of hardware complexity. The fact that ECC is a suitable technology for RFIDs was also concluded in the work of Wolkerstorfer [27] . That work is the first complete ECC low-power and compact implementation that meets the constraints imposed by the EPC standard. Yet, our solution can be even smaller as our off-line authentication do not require full ECDSA algorithm to be executed on a single tag. That allows for further optimization with respect to area.
Concluding Remarks
In this paper we have shown that by equipping RFID-tags with I-PUFs, the tags become unclonable and hence suitable for anti-counterfeiting purposes. Using our protocols, both the physical cloning attack as well as the cloning attack based on (actively or passively) attacking the protocol between the tag and the reader can be prevented. It has been shown that the required protocols are feasible on an RFID-tag in the off-line situation. 
